MunuctepcTBO 00pazoBaHus u Hayku Poccuiickoit @exneparuu

denepaibHOE TOCYIAPCTBEHHOE OI0KETHOE 00pa30BaTeIbHOE
YUpEXKACHHUE BBICIIEr0 MPodeCCHOHATBHOr0 00pa3oBaHus

TOMCKHUH T'OCYJAPCTBEHHbIA YHUBEPCUTET CUCTEM
YIIPABJIEHUA U PAIUOIJIEKTPOHUKHU

Kadenpa TenekommyHukanuii u ocHoB paguorexuuku (TOP)

A. JI. Konroxos

WHOOPMALIMOHHbIE TEXHOJIOI MU

MeToaunyeckmne ykasaHus
Nno BbINOJIHEHUIO NabopaTopHbIX paboT

2016



Koppekrop: C. [. Capuna

Konrmoxos A. JI.
NudopMalimoHHble TEXHOJIOTHH . METOJMYECKUE YKa3aHUsl MO BbI-
nojiHeHUo J1abopatopHbix pador / A. JI. Kontoxos. — Tomck : ®J10,

TYCVYP, 2016. - 27 c.

© Konroxos A. JI., 2016
© ©J10 TYCVYP, 2016



COAEPXAHUE

1 JIaboparopnas padota Ne 1. Komananas ctpoka. ['mobanbHas

ceTb THTEPHET. IIOMCKOBBIE CHCTEMBL .....cceeiiiiiiiiiiieiiieeeeee e 4
IR 237001 05 €23 R 72T o T 4
1.2 OIHCAHHUE PAOOTETO MECTA ...uvvvereeesuurrrreessurreeeessansneeeessasssseeesssnsnseeesssnnnenes 4
1.3 MeToauKa MPOBEACHUS IKCIICPHUMEHTA +vvvvreeesssssurrrreerereeeesssssssssssnnreseeeseeas 4
1.4 TTOpAIOK BBITTOTHEHUS PADOTBL ......euvvrrreeereeeeeesaannnnneeeeeeaeessssannnnnnneeeeeeeseans 5
1.5 COMCPIKAHTE OTUCTA .uuuurennnnsnnnssnsss s 6
1.6 KOHTPOITEHBIE BOTIPOCKT ..c.euvvrereesauurereaessnsseeeessassseesesaasssseesssnssseessssnsneees 6
2 JlabopatopHas pabota Ne 2. AHAIINA3 CETEBOTO TPAPHKA ....evvvveeeeinirireee e 7
P20 0 2 3:Y0 314 1 G- 2 os S 7
2.2 OTIICAHUE PAOOTETO MECTA 1.uuvrerreesauurrreaessausereeessaanseeeeesaasssneesssansseeesssannes 7
2.3 MeToauKa MPOBEICHUSI DKCTICPHMEHTA «..vvvvvrrereeeessssssssssnneeeeeessessssssssssneeeees 8
2.4 TIOpSATOK BBITIOTHEHUS PAOOTB ...vvveresiurrereeeeaireeeeesssssreeesssnsneeesssnnssneesess 10
AT OF0)i (501 %13 17 (S 1 1 (3 - RSP 18
2.6 KOHTPOITBHBIC BOTIPOCK ...ceeeeiuurreerasssnrreeessassseesessansseeeessassseessssnssssesssanes 18
3 JlabopaTtopnas pabora Ne 3. DnekTpoHHAS TOYTA U HOBOCTHBIE JICHTHI ......... 19
T IN0 27707115 -7 G- 22T u SN 19
3.2 ONTUCAHUE PAOOUCTO MECTA +eeeruurrrreeesaurrreeessaurreeeessassseeessaassneeeessnssneeesss 19
3.3 MeToauka IPOBEACHHUS IKCTICPIMEHTA ...uuvvvvrrrrrrrseesssesssssssseneereeesssssnannnnns 20
3.4 TIOPSATOK BBITIOTHEHUS PAOOTE ...vvvveeeiuerereaesaurreeeessanseeeessssrneeesssnnsseeeeess 20
RSN @101 (501 %13 17 (S 1 1 (3 - A PEERPRR 25
3.6 KOHTPOTBHBIEC BOTIPOCH ....vvveeeeuurrreeessausseeeessssssneeessanssseessssnssnsesssansseeeesas 25
4 TpeOGoBaHUS K OTUETAM IO JTAOOPATOPHBIM PAOOTAM ..cceevennnirrrrereereaaeseaannnees 26

JIHTEPATYPA --evtveeeeeeeeeeeeieiite et e e e e e e e e s e s e e e et e e e e e e s e s annb b s e e e e e e e e e e s sannnbnnnneeeaaeeeeans 27



1 NABOPATOPHAA PABOTA Ne 1.
KOMAHOHAA CTPOKA. NMOBAJIbHAA CETb UHTEPHET.
NMOUCKOBbLIE CUCTEMbI

Lenb pa®oTel: moayueHue 0a30BbIX HABBIKOB pabOThl B KOMaHAHOU CTpO-
K€ M UCIOJb30BaHUE MOUCKOBBIX CUCTEM JJI HAXOXKJICHUS HYKHBIX CETEBBIX

PECYpPCOB U pa3auyHON UHGOPMALIUH.
1.1 BBogHas 4acTb

[lenb ganHON pabOTHI COCTOMT B O3HAKOMJIEHUHU C KOMAHJHOW CTPOKOMU
(«TeKCTOBBIM HHTEP(EHCOM>» KOMITBIOTEpA), B KOTOPOH HMHCTPYKITUH KOMITBIO-
TEepy AaroTcsl MyTEM BBOJA KOMaHJ. Takxke HEOOXOAMMO 3a/IeMCTBOBAThH MOUC-
KOBBIE CHCTEMBI U BOCITOJIb30BAThCS CETEBBIMHU CEPBUCAMM, TOCTYIHBIMU B IJI0-

OanbHOM ceTn THTEpHET.
1.2 OnucaHune paboyvero mecta

s ycnemHoro BbINOJHEHUS J1abopaTOpHOM paboThl HEOOXOAMMO BOC-
MOJIB30BATHCS NEPCOHAIBHBIM KOMIIBIOTEPOM C YCTaHOBJIEHHOW Ha Hem OC
Windows. Jlonyckaetcs ucnons3zoBanue I1K ¢ OC cemeiictBa Linux u Mac OS,
OJIHAKO B 3TOM CJy4Yae CTYACHT JOJDKEH CaM HAaWTWU U U3YyYUTh CUHTAaKCUC HC-
MOJIb3YEMBIX B KOMaHJHOH cTpoke (koHconw) komana. Ha IIK momkeH OBITH
YCTAaHOBJICH WHTEpHET-Opay3ep (I BBITIOJHEHUS NaHHOW PabOTHl MOJOWIET

000 Opaysep). Kpome Toro, IIK momkeH ©MeTh TOCTYII B ceTh IHTEpHET.
1.3 MeToauka npoBefeHUsi IKCNnepuMMeHTa

[Tpu BBIIOJHEHUH PaOOTHI HEOOXOJMMO 3aIyCTHTh KOMaHIHYIO CTPOKY
U UHTEepHET-0pay3ep (browse — mpocmatpuBaTh). HeoOxoaumo momyduts 6a3o-

BbI€ HAaBBIKU Pa0OTHI B KOMaHIHOU CTPOKE U 0003peBaTesic HHTEPHET-PECYPCOB.



1.4 MopAaaokK BbINONTHEHUA paboTbl

1.4.1 Vicnonb30BaTh KOMaHAHYIO CTPOKY.

1.4.1.1 3anycTUTh KOMAHJIHYIO CTPOKY OT HUMEHH aJMUHHUCTpPATOpA.
Haxatp [Tyck — Bce nporpammer — Ctannaptabie — KomanmHas ctpoka (KITHK-
HYTb IIPaBOW KHOIIKOM, BRIOPATh MYHKT «3aIyCK OT UMEHHU aJIMHHHACTPATOPA).

1.4.1.2 Beectn koMaHay «ipconfig», MoMy4YuTh 3HAYCHHUS HACTPOCK CeTe-
Bou kapthl 1K, cnemars CKpUHIIOT KOMAaHAHOW CTPOKH.

1.4.1.3 o noxy4YeHHBIM JAaHHBIM 3amodHUTHh Tabnumy 1.1 (3a mckiroue-

HUEM TIOCJICTHEH CTPOKH).

Ta6nuna 1.1 — Ipumep

[TapameTp 3HayeHue

IPv4 anpec 192.168.0.1
Macka nojaceTtu 255.255.255.0
OCHOBHO 1LJTI03 192.168.0.254

[TyOnuunblit agpec
(ecnm B moMarrHeH CETH UCTIONB3YETCS 88.204.75.155

MOTPAaHUYIHBIA MaPIIPYTU3ATOP)

1.4.1.4 3anyctuTh WHTEpHET-Opay3ep, BOWTH Ha calT 2ip.ru wiu aHajo-
TMYHBIA, YCTAHOBUTH CBOW myOnnuHbIM |P-aapec, mpucBoeHHBIN mpoBaiaepoMm.
Pecypc 2ip.ru mpu BXojie Ha HEro cpa3y e BO3BpAIIAcT HA TJIABHON CTpaHUIIC
nyonumuHeil |P-aapec monb3oBartens, oopaTusiierocs K pecypcy. Ilo momyden-
HBbIM JIaHHBIM 3aMIOJIHUTh MOCIEIHIO CTPOKY Tabmuubl 1.1, caenats CKpUHIIOT

BEO-CTpaHUIIBI.

1.4.2 Vicnonb30BaTh HMHTEpPHET-Opay3ep nis pabOThl C HHTEPHET-CEp-

BHUCaMU.




1.4.2.1 Boiitu Ha caiit google.ru.

1.4.2.2 C moMonipt0 MOMCKOBBIX 3alPOCOB HAWTH B ri100abHOM cetn MH-
TepHeT HHGOpPMAIMIO 00 HCTOPUM CO3JaHMS TJ00ambHOW ceTu WHTEpHeET,
a TaKKe JpadBep Ha MarepuHCKyr Iary coero I[IK. BximrouuTh ccpuiku

Ha HalJICHHY10 MH()OPMALIUIO B OTYET.
1.5 CopepxxaHue otyeTa

1.5.1 Vcnonws3oBanune komaHmaHou ctpoku. [lo mynkty 1.4.1.2 B oTuere
JOJDKEH HAXOJUTHCS CKPUHIIOT, 10 MyHKTY 1.4.1.3 B oT4YeTe MOmKHA HAXOIUTh-
cs 3amonHeHHas Tabnauna 1.1, mo nynkty 1.4.1.4 B oTueTe MOMKEH HAXOIAUTHCA
CKPHHIIIOT caiTa 2ip.ru.

1.5.2 Wcnonb3oBanue uHTEpHET-Opay3epa. [lo mynkty 1.4.2.2 B oTueTte
JIOJKHBI HAXOJIUThCSI CCHUIKM Ha CTPaHUIBI 00 ucTtopuu co3aaHusi cetu Uurep-
HET U JApaiiBep MaTepuHckon miatsl Bamero K.

1.5.3 KpaTkuii BBIBOJ IO KaXKIOMY ITYHKTY BBITIOJITHEHHON PaOOTHI.
1.6 KoHTpOsibHbI€ BONPOCHI

1.6.1 Kakyto uH(bOpMAIIUIO MOKHO TIOTYYUTh B KOMAHIHOW CTPOKE C TIO-
Mot komau bl «ipconfig /displaydns»?

1.6.2 Uem ommuarotcs koma bl «ipconfig» u «ipconfig /all»?

1.6.3 Kaxkas unopmaius npeaocTaBisieTcsi KOMaHIHON CTPOKOM MO KO-
Mmanje «nslookup google.ru»?

1.6.4 B yem otnuyrie myOnMYHBIX U TpUBaTHHIX | P-agpecos?



2 NIABOPATOPHAA PABOTA Ne 2.
AHAJIN3 CETEBOIO TPA®UKA

[lenp paboOThI: M3yyEHUE CETEBOr0 TpaduKa, TEHEPUPYEMOIO CETEBBIM
YCTPOMCTBOM B CETAX NEpeAaud JaHHBIX IpU paboTe C pa3IUYHBIMU CETEBBIMU
CEepBUCAMM; aHAJIM3 CIY>KEOHBIX 3aroJIOBKOB YaCTO HCIMOJb3yEMBIX CETEBBIX

IIPOTOKOJIOB.
2.1 BBogHast yacTtb

Ilenp nanHOW pabOTHI COCTOMUT B MEpEeXBaTe U aHaIW3e Tpaduka, MPoOxo-
JAIIETO Yepe3 CeTeBOl MHTep(eic KOMIbIOTEpa, UCIOIb3yeMOro MpPH BBIMOJ-
HEHUM JaHHOW JlabopaTopHOW paboThl. HeoOXoauMO Hay4dUThCS OMPEACISTh,
KakoMmy ypoBHIO Mojaenu OS| mpuHa/IeKUT TOT WM WHOW CETEBOM MPOTOKOI,
a TakKe TMOJb30BaThCs CIY)XKeOHON HMHbOpMaIuen, mepeaarIiencss B Ciyxeo-
HBIX 3aroJ0BKaX MPOTOKOJOB TPAHCHOPTHOTO, CETEBOTO M KAHAJIBLHOTO YPOBHEM

mozenu OSl.
2.2 OnucaHue paboyero mecrta

Jns ycrnemHoro BbINOJHEHUS J1abOpaTOpHOM pabOoThl HEOOXOAMMO BOC-
MOJIBb30BAThCSI NEPCOHAIBHBIM KOMITBIOTEPOM C YCTaHOBJIEHHOW Ha Hem OC
Windows. Jlonyckaetcs ucnois3oBanue I1K ¢ OC cemeiictBa Linux u Mac OS,
OJIHAKO B 3TOM CJIy4Yae CTYACHT JOJDKEH CaM HAaWTWU U U3YyYUTh CUHTAaKCUC HC-
TIOJIb3YEMBIX B KOMaHIHOH cTpoke (koHconn) komaua. Kpome toro, ITK nomken
UMETb JIOCTYN B ceTh IHTEpHET.

Jns ananu3a ceTeBoro Tpaduka, MpoxXoasaIiero Yepe3 CeTeBou nutepderic
[TK, HEo0X0aUMO YCTaHOBHTH MporpaMMmHbIid npoaykr Wireshark. Dot mpo-
TPaMMHBIA TIPOIYKT pacrpocTpansercs moj codomanou ymmnensuein GNU GPL.
CymectByroT Bepcun s Windows, Mac OS X, u 6onpmuacTBa THIOB UNIX-

CHUCTCM.



Wireshark — 3to npuiosxeHue, KOTOpOe MPOBOJUT aHAIIN3 CTPYKTYPHI ca-
MBIX PAa3JIMYHBIX CETEBBIX MTPOTOKOJIOB, ¥ TIO3BOJISIET «pa300paTh» OJIOK mepe/a-
BAaEMBIX JAHHBIX HAa COCTABJIAIOIINAEC, OTOOpaXkas 3HAYCHHE KaXKJOTo TOJS Ipo-
ToKOJa JIfoboro yposHs. D10 Aenaet Wireshark yHuBepcaibHBIM HHCTPYMEHTOM
HE TOJIBKO JIJIsi OOYYCHHUS, HO ¥ BBIIMIOJIHCHUS PA3IUYHBIX 33]1a4 110 aIMUHUCTPH-
pOBaHHIO ceTell mepenaun naHHBIX. [Iporpammubiii poaykt Wireshark moxxao

cKavaTh Ha oHIMaILHOM caiTe mpoekTa WWw.wireshark.org.
2.3 MeTtoauka npoBeAeHNs1 SKCNepuMeHTa

[lepen Hagasiom paboOTHl HEOOXOIWMO YCTAHOBUTH MPOTPAMMHBIA TIPO-
nykt WireShark Ha cBoii KoMIbIOTEp ¥ HAaCTPOUTH e€ro. BeIOOp ceTeBoro WH-
tepdeiica, Tpapuk KOTOporo OyJeT MOABEpPraThCid AaHAIM3Y, MPOUCXOIUT B
TJIABHOM OKHE MPOTpaMMbI ¢ TIoMoImbio nHcTpymenta Capture. Eciu cereBbIx
UHTEP(PEHCOB HECKOIBKO, HY)KHO BBIOPATh TOT, IO KOTOPOMY OCYIIECTBIISCTCS
nepenada JaHHBIX. 3HAYCHHE CUCTYMKA TEPEIaHHbIX MAKETOB y TaKOTO WHTEP-

¢etica mocTostHHO pacteT (puc. 2.1).

i The Wireshark Network Analyzer [Wireshark 1.6.8 (SVN Rev 42761 from /trunk-1.6}]

IEiIe Edit View Go Capture Analyze Statistics Telephonz Tools Internals  Help

7] Intel(R) 82579V Gigabit Network Connection feB0:89f5:aee5:d3bc:f32e 0 0

& &) Microsoft feB0:ed0d:3026135:1115 732 9 [ |start| foptions L.
E Microsoft fef:n9e2:163d:18eb:1766 0 a Start | | Options | | Details
S8l 2] Microsoft fe80:bd71:d356:be66:H 53 O 0

el I
1 3

e capture files on the wiki

Puc. 2.1 — Beibop ceTeBoro uarepdeiica



[Tocne 3amycka aHanu3aTOpa HAYMHAETCS MPOIIECC 3aXBaTa CETEBOTO Tpa-
buka, mpoxoxsmiero depe3 cereBoit maTepdeiic [IK. UToOs HE meperpyxarh
T0JIe BBIBOJIA TMIEPEXBAYCHHBIX OJIOKOB JAHHBIX, MOCTE KaXKIOTO OOMEHa JTaHHbI-
MU OCTaHaBIMBaWTe 3axBaT Tpadwuka. JIJIs KaxXaoro CIEIYIOMIeTO 3aJIaHus
1o 1abopaTopHoit pabote — Bo3oOHOBIsITE. [ dunbTpanuu Tpaduka U BbI-
JIeTICHNUS] HY>KHBIX TPOTOKOJIOB HCTONB3YWTE OBICTPHIA (DHIBTP: OH BBIACISICT
Tpaduk Mo TUIY IpoToKoma. J[Js BeineneHus Tpaduka mociae ero 3axBara HyxX-

HO HaOpaTh B cTpoke (WiIbTpa Ha3BaHUE MPOTOKOJIA, Hampumep tcp, arp, http
(puc. 2.2).

ﬁ Capturing from Intel(R} 82579V Gigabit Network Connection  [Wireshark 1.6.8 (SVN Rev 42761 from /trunk-1.6)]

| File Edit Yiew Go Capture  Analyze Statistics Telephanz Tools  Internals  Help

= g EExEe AersaTLIEE Qaaanm
Filtaf |Z| Expression... Clear
OCTaHOBHTD . T.ime Source Destination Protocol Length Info
IaxBaT T[}EI(I)IIKEI/ 50 iInteI{R} 82579V Gigabit Network Connection [Wireshark 1.6.8 (SVN Rev 42761 from /trunk-1.6)]
3 0.y Eile Edit View Go Capture Analyze 5Statistics Telephony Tools Internals  Help
4 0, _ A
so| B @ & FEXE28 a«+297 2 BE A
6 0. )
7 0. e bbicTpblit hUNLTP NPOTOKONOB EI BR——
o Time Source Destination Protocol Lengtt
0 0: 32 4.366155 fc:99:47:5c:0a:19 4c:5e:0c:bc:cB8:al ARP 4
Hauatb 11 14 33 4.373216 192.168.88.181 217.175.7.37 TCP £
3EIXBEITTDEI(I)HKEI/ 34 4,453615 95.220.116.214 192.168. 88,181 TCP £

Puc. 2.2 — 3axBat Tpaduka u ObICTpHINA GHIBTP

Jlst TeHepanuy HeoOXoaAuMoro Tpadguka B JaHHOU paboTe OyAeT UCTIONb-
30BaH UHTEPHET-Opay3ep U KOMaHJHas cTpoka. KoMaHAHYIO0 CTPOKY MOXKHO 3a-
MyCTUTh, HaOpaB B moje [lyck — BeimonauTh KOMaHay «Cmd», win HailTh ee
B [Iyck — Bce mporpammel — Ctangaptasie. KoMan bl 451 paboThl ¢ MPOTOKOJIOM
ARP noctymHbl 110 3ampocy arp, KOMaHasl i paboThl ¢ mpoTtokonmoM DNS —
nslookup, komauab! 11st paboTel ¢ nmpotokosiom |CMP — ping u tracert. Komas-

61 JUTSE paboTHI ¢ ceTeBbIM UHTEpdericom — ipconfig.
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2.4 Mopaaok BbINOSIHEHUSA PaboThI

2.4.1 [poananusupoBath paboty npotokosia ARP.

2.4.1.1 3anyctuth aHanm3atop Tpaduka Wireshark. Bxirounth 3axBat
Tpaduka.

2.4.1.2 3anmycTHTh KOMaHIHYIO CTPOKY OT UMEHHU aJIMHHHACTPATOPA.

2.4.1.3 B xoMaHIHO# CTpOKe BBIIOJHUTH KoMmaHy ipconfig /all u Ha oc-
HOBE pe3yjIbTaTa €¢ BBINOJHCHHS I HCIOJIh3YEeMOTrO CETeBOro HWHTepderica

HAYaTh 3aMOJHATH TAOIUIy 2.1 ¥ MPUITOKUTH CKPUHIIIOT KOMAaHTHON CTPOKH.

Tabmuna 2.1 — Ipumep

[TapameTp 3HayeHue
duzuyecKuil aapec FC-99-47-5C-0A-19
DHCP Bxirouen Ha/ Het
IPv4-anpec 192.168.88.181
Macka nojaceTtu 255.255.255.0
OCHOBHO 1LTI03 192.168.88.254
DHCP-cepgep 192.168.88.254
DNS-cepBepsr 62.68.141.212, 62.68.144.253
3anoJIHUTh MO PE3YyJIbTATY BBIOTHE-
DU3UYECKUHN aIPEC OCHOBHOTO MIJII03a it rymicra 24,16
[IpousBoauTENH YCTPOMCTBA, BHICTY- 3aIoIHUTh MO PE3YIbTATy BBINOJIHE-
MAIIEr0 OCHOBHBIM IILTKO30M Hus mynkTa 2.4.1.7

2.4.1.4 B KOMaHIHOH CTPOKE BBINOJHUTH KOMaHAy «arp —d *» 11 ouucT-
KU arp-tabnuiisl ceteBoro unrepgdeiica IK.

2.4.1.5 BeimomHuTh KOMaHAy PiNg st cBoero OCHOBHOTO MLTIO3a

(mammpumep, «ping 192.168.88.254»).
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2.4.1.6 B mporpamme Wireshark BeicTaBUTh 3HaUeHUE OBICTPOTO (PHITBTPA
arp u BBLIEIUTH ABa Kajpa nporokona ARP — arp-3anpoc u arp-oTBeT, OTKPHITH
1X, KaK II0Ka3aHO Ha PUCYHKe 2.3, clieslaTh CKPHHIIOT U BHECTH B TaOimiy 2.1
snauenne MAC-agpeca OcHoBHOrO TUTI03a. [IpOBEpUTH €ro, BHIMOJIHUB B KO-

MaHJTHOW CTpOKE KOMaHAy «arp —a». BeIkirounTh 3axBat Tpaduka B mporpaMme

Wireshark.

i Intel(R) 82579V Gigabit Metwork Connection [Wireshark 1.6.8 (SVN Rev 42761 from /trunk-1.6)]
File Edit View Go Capture Analyze Statistics Telephonx Tools Internals Help

B e BEEXfe Aacs»oT L IEF Qacaan BB % B
Filter: arp IZI Expression... Clear Apply
No. 4 Time Source Destination Protocol Length Info
53 6.337352 fc:99:47:5c:0a:19 Broadcast ARP 42 who has 192.168.88.2547 Tell 192.168.88.181
54 6.337524 4c:5e:0c:bc:c8:al fc:99:47:5c:0a:19 ARP 60 192.168. 88.254 1is at 4c:5e:0c:bc:c8:al
i 33 6.337352 f099:47:5c:0a:19 Broadcast ARP 42 Who has 192.168.88.2547 Tell 192.168.88.181 =|= =

# Frame 53: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
= Ethernet II, Src: fc:99:47:5c:0a:19 (fc:99:47:5c:0a:19), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
# Destination: Broadcast (ff:ff:ff:ff:ff:ff)
® Source: fc:99:47:5c:0a:19 (fc:99:47:5c:0a:19)
Type: ARP (0x0806)
= Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IP (0x0800)
Hardware size: 6
Protocol size: 4
opcode: request (1)
[Is gratuitous: False]
sender MAC address: fc:99:47:5c:0a:19 (fc:99:47:5c:0a:19)
Sender IP address: 192.168.88.181 (192.168.88.181)
Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)
Target IP address: 192.168.88.254 (192.168.88.254)

i 54 6.337524 4c5elcbacBial fo:8%:47:5c:0a:19 ARP 60 192.168.88.254 is at 4cSelcbaclal =Rl X

# Frame 54: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
= Ethernet II, Src: 4c:5e:0c:bc:c8:al (4c:5e:0c:bc:c8:al), Dst: fc:99:47:5c:0a:19 (fc:99:47:5c:0a:19)
® Destination: fc:99:47:5c:0a:19 (fc:99:47:5c:0a:19)
@ Source: 4c:5e:0c:bc:c8:al (4c:5e:0c:bc:c8:al)
Type: ARP (0x0806)
= Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IP (0x0800)
Hardware size: 6
Protocol size: 4
opcode: reply (2)
U [Is gratuitous: False]
sender MAC address: 4c:5e:0c:bc:c8:al (4c:5e:0c:bc:cB:al)
sender IP address: 192.168.88.254 (192.168.88.254)
Target MAC address: fc:99:47:5c:0a:19 (fc:99:47:5c:0a:19)
Target IP address: 192.168.88.181 (192.168.88.181)

Puc. 2.3 — Pe3ynbrat ananu3a paboTsl arp-mpoTOKoIIa

2.4.1.7 B unTepHeT-Opay3epe, BOCIOIb30BABIINCH TTOUCKOBOW CHUCTEMOM
yandex.ru wmu google.ru, BeimoHHTH TOUCKOBEIM 3ampoc «MAC-address

vendor», BIOpaTh OHJIAH-CEPBUC IS YCTAHOBJICHHS POU3BOIUTENSI YCTPOHCTBA,
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BBICTYIIAIOIICTO OCHOBHBIM HILIIKO30M, BBCCTH B OHHaﬁH-CepBHCC Mac-aapec CBO-

€r0 OCHOBHOTO IUTI03a, TTOJIYYCHHBIC JaHHBIC BBECTH B Tabmuiy 2.1.

2.4.2 TpoananusupoBath paboty mpotokosa ICMP.

2.4.2.1 BrirrounTsh 3axBat Tpaduka B mporpamme Wireshark.

2.4.2.2 B xOMaHIHOH CTpOKE IOOYEPEHO BBECTH KOMAaHIBI «Ping
google.ru», «ping yandex.ru», «ping {ip-address ocrHoBHOro 1LII03a}», «Ping
8.8.8.8». CnenaTh CKpHHIIIOT KOMaHIHOW CTPOKH. BBIKIIIOUNTH 3aXBaT Tpaduka
B iporpamme Wireshark.

2.4.2.3 3anonHUTH TAa0IHIy 2.2 Ha OCHOBE TOJIYYCHHBIX JTAHHBIX.

Tabmuna 2.2 — [Ipumep

CeteBolt pecypc Bpems oTkinka 3nauenue mosst TTL

Google.ru

Y andex.ru

| P-anpec ocHOBHOTO

OIIro3a

8.8.8.8

2.4.2.4 B nporpamme Wireshark BeictaBuTh 3HaueHHE OBICTPOTO QHUIBTPA
icmp, BBIOpaTh 1Ba MakeTa — iIcMp-request u icmp-reply — miis omHOM W3 cepwmii

BBIITOJTHCHHUST KOMaH/IbI PING, Ce/IaTh CKPUHIIIOT, KaK MOKa3aHOo Ha pHCYyHKE 2.4.
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i Intel(R) 82579V GigabMork Connection [Wireshark 1.6.8 (SVN Rev 42761 from /trunk-1.6)]

File Edit View Go Capture Analyze Statistics Telephonx Tools Internals Help

B e EEX28 A¢e»9TL2/[EE aaap #D0M% B
Filter: icmp IZ| Expression... Clear Apply
727 7.905145 192.168.88.181 79.136.239.30 ICMP 74 Echo (pin uest_id=0x0001 =42/10752 ttl=128 =RAC] £

® Frame 727: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
# Ethernet II, src: fc:99:47:5c:0a:19 (fc:99:47:5c:0a:19), Dst: 4c:5e:0c:bc:cB:a1 (4c:5e:0c:bc:c8:al)
= Internet Protocol version 4, Src: 192.168.88.181 (192.168.88.181), Dst: 79.136.239.30 (79.136.239.30)
version: 4
Header length: 20 bytes
@ Differentiated Services Field: O0x00 (DSCP 0x00: Default; ECN: Ox00: Not-ECT (Mot ECN-Capable Transport))
Total Length: 60
Identification: 0x2cf9 (11513)
® Flags: 0x00
Fragment offset: 0
Time to Tive: 128
Protocol: ICMP (1)
# Header checksum: 0xb5c3 [correct]
source: 192.168.858.181 (192.168.85.181)
pestination: 79.136.239.30 (79.136.239.30)
# Internet Control Message Protocol
A

[l 728 7.905876 79.136.229.30 192.165.88.181 ICMP 74 Echo (ping) reply  id=0x0001, seq=42/10752, tt1=59 E@g

# Frame 728: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
+ Ethernet II, Src: 4c:5e:0c:bc:cB:al (4c:5e:0c:bc:c8:al), Dst: fc:99:47:5c:0a:19 (fc:99:47:5c:0a:19)
= Internet Protocol version 4, Src: 79.136.239.30 (79.136.239.320), Dst: 192.168.88.181 (192.168.88.181)
version: 4
Header Tlength: 20 bytes
# pifferentiated services Field: Ox00 (DscCP O0x00: pefault; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
Total Length: 60
Identification: 0x3549 (13641)
= Flags: 0x00
" Fragment offset: 0
Time to Tive: 59
Protocol: ICMP (1)
# Header checksum: 0xf273 [correct]
source: 79.136.239.30 (79.136.239.30)
Destination: 192.168.88.181 (192.168.88.181)

¥ Internet Control Message Protocol

Puc. 2.4 — Pe3ynbraT aHanu3a paboThl iCMP-TIPOTOKOIIA

2.4.2.5 BrurrounTs 3axBaT Tpaduka B mporpamme Wireshark.

24.2.6 B xoMaHTHOW CTpOKE MOOYEPETHO BBECTHM KOMaHmy «tracert
8.8.8.8». Komanma tracert ompenmenseT NyTh NPOXOXIACHHUS ICMP-TIAKETOB
710 MYHKTA Ha3HAYCHUS, IPU STOM 3aMpaninBasi 3X0-0TBET y KaXJI0T0 TPOMEKY-
TOYHOTO CETEBOrO y3Jia. B pe3ysnbTaTe BBINOJIHEHUS JAHHOW KOMaHbI Ka)bIA
MPOMEKYTOUYHBIN CETEBOM y3€ll BEPHET OTIIPABUTEINIO 3XO OTBET. TakuMm oOpa-
30M, MO’KHO CYJIUTh O IPUMEPHOM TTyTH MPOXOKICHHS OTIPABICHHBIX JaHHBIX.

2.4.2.7 J1o)xmaTbCsli OKOHYAHUS BBIMOJIHEHHUS KOMaHIbl. CaenaTh CKpHH-
IIOT KOMaHTHOW CTPOKH. BBIKITIOUNTH 3axBat Tpaduka B nporpamme Wireshark.

2.4.2.8 B porpamme Wireshark BeicTaBUTh 3HaUeHHE OBICTPOTO (PHIILTPA

ICMp, caeiath CKPUHIIOT, KaK TOKa3aHo Ha pHCYHKE 2.5.
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u Intel(R) 82579V Gigabit Network Connection [Wireshark 1.6.8 (SVN Rev 42761 from /trunk-1.6)]
File Edit View Go (Capture Analyze Statistics Telephony Tools Internals Help

B BCEXEE Ae+»aTL2IBBE @QaaD 4@Mx B

Filter: icmp |ZI Expression... Clear Apply
No. Time Source Destination Protocol Length Info
1891 8.791500 88.181 8.8.8 106 Echo (p‘lr‘lg) request id 0){0001, seq=63,/16128, ttl=2

192.168.
9.796564 92.168.
> 9 9869 1021
0.799816
. 803473
- 804620
. - 805476

c 808646

Tpaccupoeka mapupyra Kk google—public—dns—a.google.com [8.8_8_8]
C MAKCHMMAABHHN 4YHCAOM npexkos 30:

<1 nmc MC mc  MikroTik [192.168.88.2541
2 ms 1 ms ms static—user—46-236-128-1.tomtelnet.ru [46.236.12

ms HC HMC anaya—ul33m—colei tomtel.ru [P7.106.94.1571
MC MC Mc  vildb—corel as2 . tml.ru [?7.106.109 621

HC MG HC —hdr.tml.ru [?7.106.95.1211]

ng mg ng 4-pel . .milecom.pu [91.221_180.41]

ns ms ns 216 239 47.145

ms me google—public—dns—a.google.com [B.8.8.81

—

. 940632

ORI U W R

-137206

.201084

1
10.1. 1
7 10.7 1 . 18] I g
.916877 1902. 8.8.8.8 Echo (ping) request id=0x0001, seq=79/20224,
2521 19.983417 &.8.8.8 192.168.88.181 ICMP 106 Echo (ping) reply 1d=0x0001, seq=79/20224, tt1=55
2522 19.984370 192.168.88.181 8.8.8.8 ICMP 106 Echo (ping) reguest id=0x0001, seq=80,/20480, ttl=8
2524 20.050242 8.8.8.8 192.168.88.181 ICMP 106 Echo (ping) reply id=0x0001, seq=80,/20480, ttl=55
2525 20.051212 192.168.88.181 8.8.8.8 ICMP 106 Echo (ping) request id=0x0001, seq=81,/20736, ttl=8
2526 20.117861 8.8.8.8 192.168.88.181 ICMP 106 Echo (ping) reply id=0x0001, seq=81/20736, ttl=53

Puc. 2.5 — Pe3ynbTaT BeIOIHEHUS KOMaHAbI tracert

2.4.3 Tlpoananu3upoBaTh pabOTy MNpoTOKosa pazpemieanss nMeH DNS
u TpaHcnoptHoro npotokona UDP.

2.4.3.1 BrurrounTs 3axBat Tpaduka B mporpamme Wireshark.

2.4.3.2 B xomMaHIHOH CTpOKE MMOOYEPEIHO BBECTH KoMaHIbI «ipconfig/
flushdns» s ourctkm DNS-k3ma ceteBoro mHTepdeiica, 3aTem «nslookup
*rExFIK *** st monydeHus |P-ampeca mpou3BosibHOTO ceTeBoro pecypca (Ha
Bamie yemoTtpenue). JIJish YCIIENTHOTO BBITTOJIHCHHUS TAHHOTO MyHKTa HE UCIOJIb-
3ylTe MOMyJSpHBIE ceTeBble cepBHCH Thma SHmekc, Google, odurmanbHbIit
caiitt TYCVYP, mail.ru. BeiOpannsiii Bamu caiiT He J0KEH COBIIAAaTh C caiTa-
MU U3 APYTUX CTyIeHYeCKUX padboT. CaenaTh CKPHHIIOT KOMaHIHON CTPOKH.

2.4.3.3 Breiwirounts 3axBar Tpaduka B mnporpamme Wireshark. BeictaButh

3HaueHHe ObIcTporo (uibTpa dNS, caenarts CKPUHIIOT, AHATOTHYHBIN TTOKa3aHHOMY
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Ha pucyHke 2.6. OOpaTuTh BHUMaHWE, YTO CETMEHTHI 3ampoca W OTBETa
B iporpamme Wireshark nazsansr «Standart query A tusur.ru» u «Standart query

response A» cOOTBETCTBEHHO.

i Intel(R) 82579V Gigabit MOrk Connection [Wireshark 1.6.8 (SVMN Rev 42761 from /trunk-1.6)]
File Edit View Go Capture Analyze Statistics Telephon! Tools Internals  Help

B e BEXfa aes»T2 /BB Qaal @M% B

i Intel(R) 82579V Gigabit Metwork Connection  [Wireshark 1.6.8 (SVN Rev 42761 from /trunk-1.6]]

File Edit View Go Capture Analyze Statistics Telephonz Tools Internals  Help

= EEX2e acs»aT L EE QaQan $®@B % B
Filter: dns IZI Expression... Clear Apply
No. Time Source Destination Protocol Length Info
101 3.325175 192.168.88.181 62.68.141.212 DNS 86 standard query PTR 212.141.68.62.in-addr.arpa
102 3.325815 62.68.141.212 192.168. 88.181 DNS 114 standard guery response PTR ans2.tomtel.ru
103 3.327878 192.168.88.181 62.68.141.212 DNS 68 standard query A tusur.ru
104 3.328558 62.68.141.212 192.168.88.181 DNS 84 standard query response A 88.204.75.155
105 3.329777 192.168.88.181 62.68.141.212 DNS 68 standard query AAAA tusur.ru
106 3.330308 62.68.141.212 192.168.88.181 DNS 118 standard query response
i 103 3.327878 192.168.88.181 62.68.141.212 DNS 68 Standard query A tusur.ru = & PS
Frame 103: 68 bytes on wire (544 bits), 68 bytes captured (544 bits)
Ethernet II, Src: fc:99:47:5c:0a:19 (fc:99:47:5c:0a:19), Dst: 4c:5e:0c:bc:c8:al (4c:5e:0c:k
Internet Protocol Version 4, Src: 192.168.88.181 (192.168.88.181), Dst: ©62.68.141.212 (62.¢
User Datagram Protocol, Src Port: 57139 (57139), Dst Port: domain (53)
= Domain Name System (query) -

’
Response In: 104] i 104 3.328558 62.68.141.212 192.168.88.181 DNS 84 Standard query respense A 88.204.75.155
Transaction ID: 0x0002 ® Frame 104: B4 bytes on wire (672 bits), 84 bytes captured (672 bits)

Flags: 0x0100 (standard query) Ethernet IT, src: 4c:5e:0c:bc:cB:al (4c:5e:0c:bc:c8:al), Dst: fc:99:47:5c:0a
Questions: 1 Internet Protocol Version 4, src: 62.68.141.212 (62.68.141.212), Dst: 192.16
Answer RRs: 0 User Datagram Protocol, src Port: domain (53), Dst Port: 57139 (57139)
Authority RRs: 0 £ Domain Name System (response)

Add'l‘;'lona'l RRs: 0 [Request In: 103]
Elqueries [Time: 0.000680000 seconds]
= tu::;];uéu;ﬁser’:’ class IN Transaction ID: 0x0002
: . . . ,
Type: A (Host address) ;1:2;02:&:3150 (standard query response, No error)
Class: IN (0x0001) Answer RRs: 1

Authority RRs: O
Additional RRs: 0
= Queries

00 00 35 : B tusur.ru: type A, class IN
00 35 00 Name: tusur.ru
00 00 05 i Type: A (Host address)
Class: IN (0x0001)
\ 3 B Answers

= tusur.ru: type A, class IN, addr 88.204.75.155
Name: Tusur.ru
Type: A (Host address)
Class: IN (0x0001)
Time to live: 1 hour, 58 minutes, 39 seconds
Data length: 4
Addr: 88.204.75.155 (88.204.75.155)

Puc. 2.6 — Ananus pa6otsr mpotokosa DNS

2.4.3.4 Ha ocHOBe TOJYYEHHBIX JAaHHBIX HCIIOJIH30BAHHBIX MOPTOB CET-
MEHTOB TPAHCIIOPTHOTO YPOBHSI 3amOMHUTE Tabnuiy 2.3. Peus unget 06 uaeHTu-
dbuKaMy CETEeBOTO B3aUMOJCHCTBHUS MO COKETy. 3ampoc oTnpasiseTcss DNS-

CepBEPY, KOTOPHIN MOCHUIAET OTIPABUTEIIO OTBET.
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Tabmuna 2.3 — [Ipumep

Nudo
Src Port Dst Port Src P Dst IP
CErMEHTa
53 — nopr,
Standart | 57139 — mpo- 62.68.141.212
UIeHTUDUITHI-
query A M3BOJIbHBIM 192.168.88.181 | DNS-cepsep
pyIOLIMH TPO-
tusur.ru IOpT IpoBaiiiepa
tokos DNS
53 — nopr,
Standart 62.68.141.212
UIeHTUDUITHI-
query re- 57139 DNS-cepep | 192.168.88.181
A pYyIOLIMH ITPO- 5
onse mpoBaiiziepa
® tokos DNS P P

2.4.4 Tlpoanamm3upoBath pabory mpotokoira HTTP u TpancmopTHOTO
nportokona TCP.

2.4.4.1 BxirrounTh 3axBat Tpaduka B mporpamme Wireshark.

2.4.4.2 B untepHeT-Opay3epe BBECTH UMS MHTEPHET-pecypca, BEIOpaHHO-
ro B myHKTe 2.4.3.2. Jl0’)K1aThCss OKOHYAHHS 3arPy3KH BEO-CTPAHUIIBI.

2.4.4.3 BeikmounTth 3axBat Tpaduka B nporpamme Wireshark. BeictaButh
3Ha4YeHHe ObIcTporo ¢pwibTpa hitp, caenaTs CKPUHIIOT, KaK MOKa3aHO HA PUCYH-
ke 2.7. OOpaTuTh BHUMaHUE, YTO TpeOyeMBbIE Il aHAIN3a CETMEHTHI — MIEPBBI
GET-3amnpoc u cieayromnuii Ha Hero OTBET.

2.4.4.4 Ha ocHOBE TOJIYYCHHBIX JAHHBIX HCIIOJIB30BAaHHBIX MOPTOB CEr-
MEHTOB TPAHCTIOPTHOTO YPOBHSI 3aMOMHUTE Tabnuiy 2.4. Peus unget 06 uaeHTu-
(dbuKanuy MPUIOKEHHUS TI0 COKETY.

2.4.4.5 Tlpoananmu3npoBaTh 3Ha4YeHHs cueTunkoB Seg, Ack, Len B 3aro-
JIOBKaxX TPAHCIOPTHOTO YPOBHS HcCClenyeMbix cerMeHTOB. Len=303 cermenTa,
nocianHoro otmnpasuteneM, u ACK=304 cerMeHTra, IOCIIAHHOIO CEPBEPOM
tusur.ru, roBoput 06 ycranosiernHoi TCP-ceccuu m KOHTpOJIE JOCTaBKU Cer-

MEHTOB 3a CYET 0OMEHa CYETYMKAMU U yBeJIWYEHHS X Ha 1.
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i Intel(R) 82579V Gigabit Network Connection [Wireshark 1.6.8 (SVN Rev 42761 from ftrunk-1.6]]
File Edit View Go Capture Analyze Statistics Telephonz Tools Internals Help

= BEEX2e Aaes»aTFLER Q@aan #BMx% 8
Filter: http IZI Expression... Clear Apply
No. Time Source Destination Protocol Length Info
453 B.469026 192.168.8E8.181 88.204.75.155 HTTP 357 GET / HTTR/1.1
455 B.469879 88.204.75.155 192.168.88.181 HTTP 444 HTTP/1.1 301 Moved Permanently (text/html)

Frame 453: 357 bytes on wire (2856 bits), 357 bytes captured (2856 bits)
Ethernet II, Src: fc:99:47:5c:0a:19 (fc:99:47:5c:0a:19), Dst: 4c:5e:0c:bc:c8:al (4c:5e:0c:bc:c8:al)
Internet Protocol version 4, Src: 192.168.88.181 (192.168.88.181), Dst: 88.204.75.155 (88.204.75.155)
Transmission Control Protocol, Src Port: 52831 (52831), Dst Port: http (80), Seq: 1, Ack: 1, Len: 303
- Hypertext Transfer Protocol
# GET / HTTP/1.1\r\n

HOST: tusur.ru’rin

User-Agent: Mozilla/5.0 (wWindows NT 6.1; wowé4; rv:41.0) Gecko/20100101 Firefox/41.0%r\n

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,%/%;q=0.8\r\n

Accept-Language: ru-RU,ru;qg=0.8,en-uUs;qg=0.5,en;qg=0.3\r\n

Accept-Encoding: gzip, deflate‘\r\n

Connection: keep-alive\rin

ANy

[Full reguest URI: hrtp://tusur.ru/]

BHEEBHE

|
i 455 8.4609879 88.204.75.155 192.168.88.181 HTTP 444 HTTP/1.1 301 Moved Permanently (text/html) =NNCIN X

® Frame 455: 444 bytes on wire (3552 bits), 444 bytes captured (3552 bits)

Ethernet II, Src: 4c:5e:0c:bc:cB:al (4c:5e:0c:bc:cB:al), Dst: fc:99:47:5c:0a:19 (fc:99:47:5c:0a:19)
# Internet Protocol version 4, src: 88.204.75.155 (B8.204.75.155), Dst: 192.168.88.181 (192.168.88.181)
@ Transmission Control Protocol, Src Port: http (80), Dst Port: 52831 (52831), Seq: 1, Ack: 304, Len: 390
- Hypertext Transfer Protocol
[+ HTTP/1.1 301 Moved Permanently’\r’n
server: nginx\rn
Date: sun, 18 Oct 2015 16:38:16 aMT\r\n
content-Type: text/htmlirin
# Content-Length: 178%r'n
Connection: keep-alive\rin
Keep-Alive: timeout=20%\r'n
Location: http://www.Tusur.ru/\rin
Wrn
NI Line-based text data: text/html

Puc. 2.7 — Ananuz pabotsr npotokona HTTP

Ta6muma 2.4 — Ipumep

Hudo
Src Port Dst Port SrcIP Dst IP
CCIMCHTA

80 — mopr,
52831 —mpo- | uaeHTUDHUIH- 88.204.75.155
GET M3BOJIHHBIM pyromun 192.168.88.181 Cepsep

opT IIPOTOKOJI tu.tusur.ru
HTTP

80 — mopr,
88.204.75.155
uaeHTAQUIHI-

HTTP 52831 Cepgep 192.168.88.181
pyIOLIUi mpo-

toxkoi1t HTTP

tu.tusur.ru
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2.5 CopepxxaHue otyeTa

2.5.1 Anamm3 npotokona ARP. Tlo mynkTy 2.4.1 B oT4eTe JOKHA HAXO-
JUThCS 3amojHeHHas Tadbauna 2.1 u qsa ckpunmora (. 2.4.1.3 u . 2.4.1.6).

2.5.2 Anamus npotokona |ICMP. Tlo mynkry 2.4.2 B oT4eTE TOJKHA HAXO-
JTUTHCS 3allojHEHHAs Tabmuma 2.2 W CKPUHIIOTHI MO moanyHkTam 2.4.2.4 u
2.4.2.8.

2.5.3 Ananus nporokona DNS. Tlo nynkty 2.4.3 B oT4eTE JOHKHBI HaXO-
JTUTHCS JIBa CKPUHIIOTA MO ToanyHKTaM 2.4.3.2 1 2.4.3.3, a TaK e 3aroJHCHHAS
Tabnuma 2.3.

2.5.4 Anamuz nporokoma HTTP. [lo mynkty 2.4.4 B oT4eTre MOKEH
HaXOJIUTHCS CKPHHIIIOT 110 MyHKTY 2.4.4.3, a Takke 3amojiHeHHas Tadnuna 2.4.

2.5.5 Kpatkwii BBIBOJ] TI0 K&KJIOMY ITYHKTY BBITIOJITHCHHON PaOOTHI.
2.6 KoHTpOsnbHbIE BONPOCHI

2.6.1 K kakomy yposHio moaenu OSl otnocutcst mporokon ARP? [Touemy?

2.6.2 K xaxomy yposHto moaenu OSl otaHocurcs mpotokon |CMP? [Touemy?

2.6.3 KakoBa ¢ynkmus moas T TL? Kakol BBIBOJ MOXKHO CJieaTh, CpaB-
HUBaHUS 3HAYCHWs Tojisi | TL s pe3ysbTaToB BBINOJIHEHHS KOMaHA «Ping
{IP-anpec ocHoBHOTO NUTIO03a} » 1 «Ping 8.8.8.8»7?

2.6.4 Yto Takoe cokeT?

2.6.5 Kaxkoit Homep mopTa TpancmopTHoro ypoBHs moaenu OS| uaeHTH-
dbunmpyet nmporokoa DNS?

2.6.6 Kakoit Homep mopTa TpancmopTHoro ypoBHs moaenu OS| uaeHTH-

¢bunmpyet nporokon HTTP?
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3 IABOPATOPHAA PABOTA Ne 3.
ANEKTPOHHAA MNOYTA N HOBOCTHBbLIE JIEHTbI

HCHB pa60TBI: IMOJIYYCHHUC HABBIKOB HMCIIOJIb30BaHUA MYJIbTHUMCAHA-

pecypcoB, TakuX Kak 3nekTponHas rmourta (E-Mail) u HoBocTHO# nenThI (RSS).
3.1 BBoaHas 4yactb

Lenp naHHOM pabOTHI COCTOUT B OCBOEHUHU MPOTPaMM, YINOPSIOUYHUBAIO-
IIUX JOCTYI K pa3IMyHbIM MyJbTUMeAna-pecypcam. HeoOXoaumMo HayduThes
HAaCTpauBaTh NOYTOBBIM KJIMEHT U JIEHTY HOBOCTEW M IOJYYaTh C UX MOMOIIBIO

MYJIbTUMCANA-KOHTCHT.
3.2 OnucaHue pabouero mecTta

JIJIs yCIIeNTHOTO BBIMOJTHEHHS JaHHOHW pa0OThl HEOOXOIUMO BBHITIOTHHUTH
TpeOOBaHUs1, OMUCAHHBIE B MPEIbIAYIINX JJA00OpaTOPHBIX padoTax. Takxke HE0O-
XOJMMO 3aBeCTH (eCJIH elle HET) ICKTPOHHBIN MOYTOBBIN SIIUK Ha JIIOOOM 00-
IIEIOCTYITHOM ITIOYTOBOM CEpBEpE.

s mocTyna K MyJIbTUMEIUa-pecypcaM HeoOXOJWMO YCTaHOBHUTH IIPO-
rpammMHBIi TipoxykT Mozilla Thunderbird. Dtor mporpaMMHBIH POIYKT pactpo-
crpansiercs: oy cBodomuoi munensneit GNU GPL. [IporpaMMHbIil TpOIyKT MOXK-
HO CKauaTh Ha opumaibHOM caiTe mpoekra WwWw.mozilla.org/ru/thunderbird/.

JIns BBINOJIHEHUSI JAHHOM J1a0opaTOpHOW PabOThl MOXKHO HCIOJIB30BATh
Jr000W TOYTOBBIA KJIHMEHT, Hanmpumep The Bat! (takke pacmpoctpansieTcs
no urer3un GNU GPL) win MS Outlook (Bxirouen B cocta OC Windows).
Ho B »TOM cny4yae wm3ydeHHEe OCOOCHHOCTEW HACTPOMKM IOCTYIa KIMECHTA

K MYJbTUMEANA-pPECypcaM LEIUKOM JOKUTCS Ha 00y4aloIIerocs.
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3.3 MeTtoauka npoBeAeHNs1 3KCNepuMeHTa

[Tepen HayasioM pabOTBI HEOOXOAMMO YCTAaHOBHTH IPOTPAMMHBIA TIPO-
nykt Mozilla Thunderbird na cBoii kommberoTep. ITocne 3Toro Oymer HacTpoeH

JIOCTYM K 3JICKTPOHHOW MOYTE U HOBOCTHOM JICHTE.
3.4 MNopAaoK BbINOMTHEHUA PabOThbI

3.4.1 HacTpouTh MOYTOBBIN KIMEHT.

3.4.1.1 3anyctuth nporpammy Mozilla Thunderbird.

3.4.1.2 annuupoBaTh MOJKIIOUEHHUE CYIIESCTBYIOIIETO MOYTOBOTO aKKa-
yHTa (OpraHu3amuio JOCTyIa K MOYTOBOMY SIIHKY), KaK IOKa3aHO Ha PUCYH-
kax 3.1 u 3.2. JIyi1 BEINOJHEHUS TAHHOTO MyHKTA JIA00paTOpHOW paboTHl y y4a-
IIETOCS TOJDKEH OBITh B PACHOPSIKEHUU 3apPETHCTPUPOBAHHBIA HA JIFOOOM MOY-

TOBOM CE€pPBEPE JIEKTPOHHBIN MOYTOBBIN SAIIUK.

B NokansHble nankun [=

% MNomyuate = # Cosgare v W@ Uar & Aapechian knura | Mertka - BricTpeii duneTp Touck... <Ctrl+K>

o F NokansHbie nanku

0 Vaeiie «Thunderbird» «lMouta» — «J/lokanbHbie Nanku»

ll, Mexogawme

YuéTtHble 3anncu

MpocMoTp NapaMeTpos 3TOM YUBTHOW 3anmcK

=y Co30aTb YYETHYIO 3aNMCh:

(=i JnekTpoHHaa nouta = Yat W Tpynnsl HoBOCTEM Bnorv v nexTel HOBOCTER

#
Jlo6po noxanosate & Thunderbird liE-J

T—

l=| Co

Bbl xoTenu 6bl NOAY4UTE HOBBINM afgpec 3/IEKTPOHHOW NoYThI?

Bawe uma

WK Npo3BMLLe Mouck

‘ JAono.

nl MpONYCTHTE 3TO M HCNOAL30BaTE MOIO Al AYMEI0, 4TO A HACTPOH MO YHETHYIO
CYLWECTEYOLLYIO NOHTY 3EMHCE NO3HE.

Puc. 3.1 — [loaxiroueHre NOYTOBOIO AIMMKA

Ha pucynke 3.1 mOYTOBBIA KIMEHT MOJy4aeT KOMaHIy Ha MOAKIIOYCHUE
K MIOYTOBOMY SIIIIUKY, HA pUCYHKe 3.2 — MMOJydaeT JaHHBIC IS ayTCHTU(UKAITIH

II0JIB30BaTCJIA.
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i |
Hactpoiika yuETHON 3anMcu NoYTsl Iﬁ

Bawe wma:  AJL Koroxos Balue uma, kak oHo oToBpaxaeTca ¥ Apyrux

Aapec 3n. nouter  fdo@tusur.ru

Mapone: essssssssssss

3anomMHWTE Napone

’ MoenyYuTe HOBYHD YYETHYH ZANWCE [ MpoacnzxnTe ] [ OTmenHa

Puc. 3.2 — BBoa maHHBIX 118 ayTeHTU(GHUKAIIMA Ha TIOYTOBOM CEpBEpe

ITocne BBO/Ia KOPPEKTHBIX JAHHBIX — CYIIECTBYIOIIETO MOYTOBOIO SIIHMKA U
MapoJisi K HeMy — HaKaTh KHOTIKY «[I[po0mKuTh», MOCie TOro Kak Mpou30MAeT Mo/I-
KJTFOYEHHUE KJIMEHTA K TIOTOBOMY SIIIIMKY, HAXKaTh MOSBUBIIIYIOCS KHOMKY <«I OTOBO.

3.4.1.3 B mouyToBOM KIHMEHTE BBIOpPATh IOJIKIIFOYCHHBIN SIIIMK, HAXaTh
kHONKY «Ilonyunth» (cMm. puc. 3.3). iMeeTcs B BUAY — MOJYYHTh ITOYTY, HAXO-

JAINYIOCA B IIOYTOBOM AIMUKE, K KOTOPOMY MOYTOBBIM KIUCHT IMOJYYHJI AOCTYII.

| B fokansHele nanku /| el sanhcesT@yandexru

g

b2 Mony4nTe = 4 Cozpate ™ - Yar 2 Monyqute ™ P 4 Co3gate | ™ - Yar ‘Aﬂ,peman KHKra | B Metka ~
Fl i_l NokansHbie nankwm 4 F Nokanebubie nankwm
T ¥panéHHble c(TI“‘-I T ¥panéHHblie «Thunderb“‘d» «no“Ta»
®, Voxogawme fi) Woropawme
A SR IR o e |
JneKTpoHHAaA NouTa
i Bxogawme Ii Bxoaawme (1) P

|| HepHoBukw

. [MNpoynTaTe CooBLIEHWA
JH, OtnpaeneHHele 50 p =

4 Cnam

= !

3] Yaanennbie = Co34aTe HOBOE COOBLLEHME
CISCO
Mikrotik
33Kazbl -

; YuéTHble 3anucu
Keaptnnata
RERHEIPI R MpocMoTp NapamMeTpoE 3TOM yu
TYCYP

Puc. 3.3 — IlonyueHnue muceM mMoYTOBBIM KIUEHTOM
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3.4.1.4 HamucaTe W OTHpaBUTh TECTOBOE MUCHMO, coxaepxamiee DPUO
y4alerocsi, HOMep €ro rpynmbl U NpOU3BOJILHOE U300pa’KeHHE, HA AIEKTPOH-
Helii aapec ak@fdo.tusur.ru. daitn MoXHO 100aBUTh K IMHCBMY KOMAaHIOM
«Bnoxute». OrpaHudeHue Ha pa3Mep OTIpaBiIeMOro ¢aina ajisg JaHHOM Jia-
O0oparopHoif paboTel — 2 M0. MakcuMalbHBIN pa3Mep MOYTOBBIX BIIOYKESHHH 3a-
BUCHUT OT KOHKPETHOI'O MOYTOBOro cepsepa. [{okmaTbcsi OTBETHOrO MHChMa
OT MpENnoJaBaTes.

3.4.1.5 Tlpoananu3upoBaTh CBOMCTBA BXOJAIIETO MHUCHMA, MOTYYCHHOTO
oT npenogaBatessi. OTKPBITh MOJTYYEHHOE MUChbMO, HAXKaTh KHOMKY «boubliie»,

B BBINAJIAIONIEM MEHIO BBIOpATh MyHKT «Ilokazate ucxognuk» (puc. 3.4).

EEECh -

¥aaneHHble

S

b4 Mony4ute =

4 Co3pate

[~ Camoe wHTepecH.. X "-h [#]

- - Yar lﬂ,q E£CHAA KHWra B Metka ~
P

Bkl

® Cnam

Bonblie =
L]

# OteeTuTe | =p [lepecnate ApxvBnpoBaTE & ¥Yaanute

Ot Habrahabr <noreply@habrahabr.rus=
Terma Camoe waTepechoe no BawmMm xabam ¢ 20 centabpa no 6 okrabpa 0610.201517:25

Kony Mue

Xabpaxabp

m

Puc. 3.4 — OTKpbITHE CBOICTB MUCHMA

3.4.1.6 Bocmnonb30BaThCsi CETEBHIM OHJIAWH CEPBUCOM, TO3BOJISIOIIAM
aHAIM3UPOBATH 3ar0JIOBKH JIEKTPOHHBIX MHUCEM. B TaHHOM MpUMeEpe UCIOIIh30-
BaH cepBHC ru.Smart-ip.net, MOXXHO HAWTH JAPYrHe IO MOWCKOBOMY 3aIpocy
«TpaccupoBka €-mail». Ileap 3TOro aHanmM3a — BBISICHUTH TeOrpapUIECKYrO

MPUBA3KY MYTH MPOXOKAEHUS NUChMA IO TJI00aJbHOM CETH Nepeayu JaHHBIX.
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3.4.1.7 CxonupoBaTh W3 UCXOJHHKA IMHCHhMa 3aroioBok (0T Havaja Kojaa
1o crpoku «X-Antivirus-Status: Clean», opueHTHPOBATHCS MOYXHO TI0 CEMaHTH-
YECKUM Ha3BaHUSIM I0JIeH), U BCTaBUTHh B (opMy 00OpabOTKH 3ampoca OHJIAWH
cepBuca ru.smart-ip.net.

3.4.1.8 TIpoananu3upoBaTh 3aroJIOBOK AIEKTPOHHOTO MTUChMa, 3aMlOJTHUTh

tabauity 3.1 Ha OCHOBE MTOTYYEHHBIX JTaHHBIX:

Tabmuna 3.1 — I[Ipumep

DJIEKTPOHHBIN aapec Moy- 3akiroueHue cepBuca ru.smart-ip.net

TOBOI'O AIMHMKA y4allerocsa (I/IJ'II/I 1100010 Apyroro OHJIAKH cepBHca)

3aknoueHune

AaHHoe coobuleHre oTnpasneHo oT noreply@habrahabr.ru k sanhces7@yandex.ru. MsHavanoHo oHo Bbino COZA3HO W OTNPaBeHo B
BTo, 06 OKT 2015 11:25:26 +0000 (UTC) 1 AOCTaBNEHO B NOYTOBbIA ALUMK agpecaTa Yepes 2 MUHYTH U 47 CeKyHa. Henbss
YTBEPXAaTb AOCTOBEPHO, HO C GONbLIOH BEPOSTHOCTBIO, UTO cooblyeHMe Gbiio COSAAHO M OTNPABEHO € KOMMbOTepa, MMEIoLLero
IP-agpec 95.211.146.161, KOTOpHIA HaxoanTcs B: Huaepnadae. Bo Bpems nepecebiky K agpecaTy coobleHne nepechinanocs Yepes
cneayKmMe cepeepa:

XXlllXXX@QUdy tuwr ru 1. 95.211.146.161, located in Huaepnanaw [ whois | Ha kapTe | ouHr | Tpaccuposka | npoBepka Ha cnam ]

2. 84.201.187.134, located in Poccua [ whois | Ha kapTe | oudr | Tpacchpoeka | NpoBepka Ha cnam ]
3. 84.201.186.19, located in Poccun [ whois | Ha kapte | nuer | Tpaccupoeka | nposepka Ha cnam ]

‘ «— AHanMa3npoBaTe APYrol 3arcnoBoK

3.4.2 Hactpouts momydeHrne HOBOCTEH C IIOMOIIBIO JICHTHl HOBOCTEH.

3.4.2.1 NaunuupoBaTh MOAKIIOUCHHE CYIIECTBYIONIEH HOBOCTHOM JICHTBI
C LENbI0 TMOJYyYEeHHs] HOBOCTEW B BHUJE AJIEKTPOHHBIX muceM. B nucneTtuepe
YUETHBIX 3amuceil (JieBas KOJIOHKA OCHOBHOTO Tejla MPOrpPaMMbl) ITOYTOBOTO
KJIMEHTA BBIOpATh MYHKT «JIoKanbHbIE MANKW» U CO3/aTh €Ile OJHY YYETHYIO
3anuCh MOJ Ha3BaHHUEM «DbJIOTM U JIEHTBI HOBOCTEW.

3.4.2.3 KimukHyTh TI0 CO3/TaHHON YYETHOM 3aI¥CH MPaBOW KHOIIKOW MBITITH
Y BOWTH BO BKIaAKy «llapamerpsi».

3.4.2.4 B OTKpHIBIIEMCSI MEHIO Ha)KaTh KHOIIKY «YTIpaBJIEHHUE MOIHICKA-

mu». OTKpoeTcs cienyroiiee okHo (puc. 3.5).
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F .

@ Moanuckn Ha NeHTLI HOBOCTER =RRE X

Y3HaTe BoMbLUE © NEHTAX HOEDCTERA

|“=| bnoru 1 nexTLl HOBOCTEH

3arofoBoK:

Beedume xoppexmHbill adpec AeHmbl Hogocmel

Ajpec NeHTEl HoBOCTEIR:

XpaHWTe CTaTew B:  BNOrW W NEHTEI HoBOCTENA
MokaskiEaTs KPaTKOE CNIMCAHWE CTATEN EMECTO 33rpysKn Beb-CTRaHNLE
MABTOMETMYECKW CO3A3BATE METKN M3 MMEH < KATETOPWIA> NEHT

Mpedmkc MeTok:

| VMnoptuposate | | 3KCNOpTMPOBaTh | | 3aKpbiTh

ObHoENTE

Nobasnte ¥ ganuTe

Puc. 3.5 — OxHo ympaBieHus: TOAMUCKaAMHU

3.4.2.5 B cTpoky «Aapec JEHTH HOBOCTEW» OKHA YIPaBICHUS IOJITUC-
KaMy HEO0OXOJMMO BCTaBUTh CCBHUIKY Ha MOAKIIOYAEMYIO JICHTY HOBOCTEH

(RSS). IMomyunts ee MoxHO 10 angpecy http://www.tusur.ru/ru/news/index.html

win 3aiit Ha ourmanbHbid cailT TYCYP, kmukHyTh 110 11000# HOBOCTH U TI0-
nacte B pazaen HoBoctel. Tam ckomupoBath URL-ampec rumepccbuiku RSS
Feed u BcTaBUTH €¢ B OKHO ympaBlieHUs noanuckaMu. Haxxate kHONKY «J[o0a-
BUTH». Ecnu Bce clienaHo MpaBWIIBHO, BCE HOBOCTH OTOOPA3ATCs B CIHUCKE IO-
Jy4YEHHBIX COOOIIEHUM I 3TON YYETHOU 3aIUCH.

3.4.2.6 Cnenath CKpUHIIIOT TIOYTOBOTO KIIMEHTA, KaK TIOKa3aHO Ha pUCYHKE 3.0:

rTJ TOMCKNI roCyAaPCTEEHHBIA Yo |
» -

& Monywnrs ~ 4 Cosgare ~ M Yar Merka @, Beictpeii dunetp

. AppecHan kHura

" 41) ’\l ®® HenpountadHele W 3e&sgouka & Kontaktr @ Merkw @& Bnoskennn

48 flokanbhbie nankm
= Yaangnneie
ll, Wcxogawme

4|i=| Bnoru u nenTHl HOBOCTEH
= YpanénHbie

rfJ Tomckmii roc...pornkm (10)

ok @

Tema

MNpoektel STEM-uentpa TYCYP c...
Coemecthbiii npoext TYCYP u A...

Crypenyeckan noXapHas JpyAM...

TYCYP na «OTKpBITEIX MHHOBAL...

TYCYP npepnaraet cospars pocc...
TYCYP BbicTynaeT coopraHu3aro..
TYCYP nonyumMT rpanT Ha pasBMT...
TYCYP: poboToTEXHM KA AONKHA ...

«TYCYP - naw gom»: NOCEALLEH. ..

MNpoekr STEM-LLentpa TYCYF no...

@ (7

@ Tomckuii rocyaapcTEeHHBIN YHUBEPCUTET CUCTEM YNPABNEHUA U ...
@ TomCKWIA rOCyAapCTEEHHBIN YHUEEPCUTET CUCTEM YNPABIEHUA W ...
@ TomCKWIA rOCyapCTEEHHBIN YHMEEPCUTET CUCTEM YMPABIEHUA W ...
@ TomCKWIA rOCyapCTEEHHBIN YHMEEPCUTET CUCTEM YMPABIEHUA W ...
o Tomckuii rocyaapcTEEHHBIR YHUBEPCUTET CUCTEM YNPABAEHWUA W ...
@ TomcKMii rocyaapcTEEHHBIA YHUBEPCUTET CUCTEM YNPABNEHUA W ...
@ TomCKWIA rOCyapCTEEHHBIN YHMEEPCUTET CUCTEM YMPABIEHUA W ...
@ TomCKWIA rOCyapCTEEHHBIN YHMEEPCUTET CUCTEM YMPABIEHUA W ...
@ TomCKWIA rOCyapCTEEHHBIN YHMEEPCUTET CUCTEM YMPABIEHUA W ...

o ToMmcKuii roCyapCTEEHHBIA YHUBEPCUTET CUCTEM YNPABNEHWSA U ...

Puc. 3.6 — CkpyHIIIOT MOYTOBOTO KIMEHTA C HACTPOSHHBIMHU YUETHBIMHU

3aIlIuCsIMH AJIsA BHGKTpOHHOﬁ MOYTHI M JICHTHI HOBOCTEH
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3.5 CopgepxaHune otyeTa

3.5.1 OtmpaBka snexkTporHOM mouThl. [To mynkTy 3.4.1.4 Ha AIEKTPOHHBIHI
nouToBbIi sAuk alk@fdo.tusur.ru qomkHO mpuiTH TUCkMO ¢ Batrero mouroBo-
ro siuka, cogepxaiiee Bamu @O, HoMep rpynnbl U MPOU3BOJIBLHOE HU300pa-
xeHre (MakCUMaJIbHBIA pa3Mep BIoKeHus — 2 MO).

3.5.2 Ananu3 3aroioBKa 3JIEKTPOHHOTO MUCHhMA, MOTYYEHHOTO OT MPETo-
naBarteis. [lo mynkTy 3.4.1 B oTyeTe qJOJDKHA HAXOAUTHCS 3allOIHEHHAS TaOInIa
3.1. JlomyckaeTcss BCTaBUTh CKPUHIIOT 3aKIIOUEHUS OHJIANH CEpBUCA TPACCH-
POBKH AJIEKTPOHHOMN TIOYTHI.

3.5.3 Iloaxmouenue naeHTH! HOBOCTEH. [lo myHkTy 3.4.2.6 B oTUeTE 707I-
KEH HAXOIUTHCS CKPUHIIOT MOYTOBOTO KIWUEHTA C HACTPOCHHBIMH YUYETHBIMHU
3aMHUCSIMU TIOYTOBOTO SITIIMKA ¥ HOBOCTHOM JICHTHI.

3.5.4 Kpartkwuii BBIBOJ 1O KaXKJIOMY ITYHKTY BBITIOJTHEHHOU PaOOTHI.
3.6 KOHTpOnbHbIe BONPOCHI

3.6.1 Kakoii mnpoTOKON HCHONB3YEeTCS I MPEACTABICHUS JTaHHBIX
B hopmate RSS? (IToxackaska: RSS He sBiseTcs MpOTOKOJIOM IEpenadyd JaH-
HBIX, a JIUIIb HHCTPYMEHTOM (OPMATHPOBAHUS MIEPEIaBAEMOTO TEKCTa).

3.6.2 Kakoii Homep mopTa TpaHCHOPTHOTO ypoBHs moaenu OS| naeHTu-
dbunmpyet nporokoa SMTP?

3.6.3 B ueM otnuune HyHKIMI TPOTOKOIOB PabOTHI C AJIEKTPOHHON TOY-
toit SMTPu IMAP?

3.6.4 KakoBo Ha3HaueHHE TaK HA3bIBAEMOI'0 «KOMMeEpYeckoro at» — @
B aJ[pece JEKTPOHHOTO MOYTOBOTO SIIIIUKA?

3.6.5 Kakoit mporokon tpancrnoptaoro ypoBHs, TCP wmn UDP, ucnomns-

3yeTcs MpH Meperade JaHHbIX 10 mpoTokoidamM SMTPu IMAP?
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4 TPEBOBAHUA K OTHETAM NO JIABOPATOPHbIM PABOTAM

OT4eT HOMXKEH COAEPKAaTh TUTYJIBHBIM JIUCT, TpeOyeMbIE K BBIIIOJHEHUIO
MyHKTHI JJAOOPATOPHBIX padO0T, HEOOXOAUMBbIE TAOJUIIBI U CKPUHIIIOTHI U YETKUE
BBIBOJIBI 110 MPOJICIIAHHON padoTe.

[Ipu odopmieHun OoT4ETOB MO JAOOPATOPHBIM paboTaM CleyeT PYKO-
BOJICTBOBAThCSl TpeOOBaHUSIMU 0OpazoBatTenbHOro cranaapra Byza — OC TYCYP
01-2013. PaGoThI CTyAeHYECKHE IO HAMPABICHUSM MOATOTOBKH U CIIEIUATIBHO-
CTSIM TexHU4YecKoro npoduis. O0ume TpedoBaHus U npaBuiia 0HOpMIICHUS.

dopMa U3N0KEHUS MaTepuaia, JONOJIHEHUS, MOSICHEHUS U HEOOXOIUMbIE

CKPHUHILIOTHI — Ha YCMOTPEHUE 00yUaromIerocs.



27
NINTEPATYPA

1. Kontoxo A. JI. UnpopManroHHBIE TEXHOJOTHU . ydeb. mocodue /
A. JI. KontoxoB. — Tomck : ®J10, TYCVYP, 2016. — 83 c.

2. OC TYCYP 01-2013. PaGoTsl cTyAeHYECKHE 110 HAMPABICHUSM IOJ-
FOTOBKM U CIEHHUAIBHOCTSM TeXHUUYeCKOoro mnpoduist. OOmue TpeOoBaHUS
u nipaBuiia opopmiieHus. — Pexxum nocrtymna:
http://www.tusur.ru/export/sites/ru.tusur.new/ru/education/documents/inside/tec
h_01-2013 new.pdf






